
T L B L E E D :
W H E N  P R O T E C T I N G  Y O U R  C P U  C A C H E S  I S  N O T  E N O U G H

B E N  G R A S
K AV E H  R A Z AV I
C R I S T I A N O  G I U F F R I D A ,  H E R B E R T  B O S
V R I J E  U N I V E R S I T E I T  A M S T E R D A M

H A R D W E A R . I O  2 0 1 8

@BJG 
@KAVEHRAZAVI 



A B O U T  U S



A B O U T  U S

• VUsec - Security Research group at VU Amsterdam



A B O U T  U S

• VUsec - Security Research group at VU Amsterdam

• Academic group researching systems software security



A B O U T  U S

• VUsec - Security Research group at VU Amsterdam

• Academic group researching systems software security

• We do software hardening, exploitation



A B O U T  U S

• VUsec - Security Research group at VU Amsterdam

• Academic group researching systems software security

• We do software hardening, exploitation

• Hardware attacks, side channels



A B O U T  U S

• VUsec - Security Research group at VU Amsterdam

• Academic group researching systems software security

• We do software hardening, exploitation

• Hardware attacks, side channels



O V E R V I E W

• Cache attacks 

• Cache defences 

• TLBleed 

• Evaluation 

• Reception
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