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THE STATE OF HARDWARE SECURITY...

KINDA SUCKS.
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Optimized utility, fortress-like
security, and absolute ease of use.

“The workd’s first un-hockoble storoge for aryptoowrency & digitof ossets.”
John McAfee



O

Optimized utility, fortress-like
security, and absolute ease of use.

‘Unhackable’ BitFi crypto wallet
has been hacked

John Biggs



HORIZON-NX SOFTWARE STACK
 Hardened, custom security microkernel

 Ultra-minimal custom TrustZone monitor
 Tegra X1 SoC




HORIZON-NX SOFTWARE STACK
 Hardened, custom security microkernel

 Ultra-minimal custom TrustZone monitor
 Tegra X1 SoC




Tegra X1 SoC
oh, yeah, that’ll do it
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The 'unpatchable' security flaw that
puts EVERY Nintendo Switch at risk of
being hacked by cyber criminals

« The bug was first reported by Denver-based security researcher Kate Temkin

It exploits a bug in computer graphics specialist Nvidia's Tegra X1 chipsets
Attackers force the system into USB recovery mode by short circuiting a wire
This gives them access to the consoles most basic command level - its bootROM
By overloading this they can then run any software or code that they wish

This process is similar to 'jailbreaking' an iPhone or Android smartphone

WailOnline



cyber criminals

by short circuiting a wire

most basic command level - its bootROM
overloading this they can then run any software or code that they wish



cyber criminals

by short circuiting a wire

most basic command level - its bootROM
overloading this they can then run any software or code that they wish

Thanks for the warning, if a man in a hoodie/anorak knocks on my door, toolbox in hand and asks
to inspect my Nintendo Switch, I'll tell him where to go.

Click to rate




S0,
HOW DID WE WIND UP HERE?



S0, WHO REALLY ARE YOU?

Katherine/Kate Temkin (@ktemkin):

» founder, Insomnia Security

* Nintendo Switch inspector

* glitch witch & open-source-tool-builder
* educational (reverse) engineer

e occasional engineering streamer










ELECTRICAL ENG
Felt they didn’t have to touch
code...

COMPUTER SCI
Felt things like microcontrollers
were “too hardware”.

COMPUTER ENG
Felt they’d never wind up holding a
soldering iron.



ALL MAJORS
Tended to think they were there to apply
techniques created by ‘heroic inventors’.



FAST FORWARD N YEARS






HORIZON-NX SOFTWARE STACK
* Extremely difficult to attack on the software front
« But that software is built — and runs — atop hardware.




When Tegra is powered on, the boot CPU executes code from the boot ROM.



PIROM_DISABLE: Protected iROM Disable
0 = ENABLE

1 = DISABLE

BOOTROM LOCKOUT
* Prevents any software running on the X1 from

/ accessing bootROM code.

Secure Boot Protected ROM Start
Offset: Ox4 | Read/Write: R/W | Reset: 0x00001000 (0b00000000000000000001000000000000)

o

31:0 0x1000 PROTECTED_ROM_START: PROTECTED_ROM_START




. Bernhard Froemel g
@bernfroe

Ready for vdd
glitching...

6:16 PM - 23 Jan 2018



BOOT CONFIGURATION ENTRIES

 As documented in NVIDIA’s open-source cboot bootloader
(src/t210/nvboot_sdram_param_t210.h).

/* Specifies enable and offset for patched boot rom write x/

uint32_t boot_rom_patch_control;

/* Specifies data for patched boot rom write x/

uint32_t boot_rom_patch_data;

\ LIVE MEMORY PATCHING

* This gives us a way to dump the bootROM on a non-
production device (like an Jetson TX1 dev board).
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——__ USB tools at:
https://github.com/ktemkin/Facedancer
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// Copy the data we have into our DMA buffer for transmission.

// For a GET_STATUS request, this copies data from the stack into our DMA buffer.
memcpy(dma_buffer, data_to_tx, size_to_tx);

THE FATAL FLAW?
A minor mistake in some USB logic resulted in @ memcpy of

user-controlled length. ..
e ... and or long enough reads, user-controlled content!



Low DMA | High DMA Attacker-Controlied
Bter | Butter Appication Stack RCM Payload Target

/T STATUS vuinerabilty mamcpry

Attacker-Cortrolied |
Appication Stack RCM Payioad Target ' 2

Low DMA | High DMA
Buter Butior

CVE-2018-6242 (“Fusée Gelee” / ”shofEL2”)

* Easy to apply locally, easy to discover, and simple in mechanism.

» Completely compromises all root-of-trust technology on relevant processors.
* [Wait, which processors?



TEGRA PROCESSOR SERIES

* Tegra APX:
* Tegra 2:

* Tegra 3:

* Tegra4:

* TegraKi:
* Tegra X1:

phew
» Tegra X2: not affected -~



Attacker-Controlied

Low DMA | High DMA —t .
Butter | Buther PPN SRl RCM Payload Target 3
/T STATUS vuinerabiity mamcpry
Low DMA | High DMA Attacker-Cortrolied —t 4
Buter | Bufier Appication Stack RCM Payload Target 2

CVE-2018-6242 (“Fusee Gelee” / ”shofEL2”)
* Easy to apply locally, easy to discover, and simple in mechanism.
» Completely compromises all root-of-trust technology on most Tegras.

50: how the heck did this stick around for so long?



OKAY:
SO WHAT DO WE DO NOW?



WELL, THEY DON'T CALL IT
EASY-WARE.

— @securelyfitz

Show hardware hacking as approachable,
rather than as deep wizardry.



WELL, THEY DON'T CALL IT
EASY-WARE.

— @securelyfitz

Fill in the artificial divide between
hardware and software engineers.



Celebrate those who lift others up.
Fewer rockstars, more teachers.



OPEN A DOOR,
TEAR DOWN A BARRIER.

Produce more entry-level materials, and
build more open, inexpensive tools.
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CHIPWHISPERER LITE GLITCHING & SIDE-CHANNEL BOARD

https://newae.com/tools/chipwhisperer/ “
https://qgithub.com/newaetech/chipwhisperer

open source
ardware



https://newae.com/tools/chipwhisperer/
https://github.com/newaetech/chipwhisperer

OPEN A DOOR,
TEAR DOWN A BARRIER.

Don’t let educational spaces
develop additional barriers.



DON’T TOLERATE
RACISM / SEXISM / ABLEISM / *PHOBIA
IN YOUR COMMUNITIES.



OPEN A DOOR,
TEAR DOWN A BARRIER.

Don’t let educational spaces
develop additional barriers.



AND F8R GOODNESS SAKE,

STOP HIDING MY STUFF.

Vendors: hardware isn’t just
an implementation detail.



ONE MORE THING:
SO, WHY BRING THIS UP NOW?



Speakers

Ben Gras & Kaveh Razavi Erwin Paternotte & Santiago Cordoba David Berend
Muattijs van Ommeren

Ofvier Thomas Brandon Wison Andrew Tierney Jose Lopes Esteves



QUESTIONS?

NKS FOR LISTE




IMAGE CREDITS

* slide 6: nintendo switch icon by Sweet Farm from the Noun Project



